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(c) have access to or demand any information, code or technology which
has the capability of retransforming or unscrambling encrypted data
contained or available to such electronic system into readable and

comprehensible format or plain version;
~

(d) require any person by whom or on whose behalf, the investigating
officer has reasonable cause to believe, any electronic system-has
been used; ’

(e) require any person having charge of, or otherwise concerned with the
operation of such electronic system to provide him reasonable technical
and other assistance as he may require for the purposes of clauses
(a), (b) and (c);

(f)  require any person who is in possession of decryption information of
under investigation electronic system , device or data to grant him
access to such decryption information necessary to decrypt data
required for the purpose of investigating any such offence.

Explanation.—Decryption information means information or technology
that enables a person to readily retransform or unscramble encrypted data from its
unreadable and from cipher text to its plain text . -

(2) The police officer may, subject to the proviso, require a service provider
to submit subscriber information relating to such services in respect of a person
under investigation in that service provider’s possession or control necessary for the
investigation of the offence:

Provided the investigating officer shall get prior permission to investigate
any service provider from the licensing authority where prior permission of the
licensing authority is required under any law to investigate the licensed service
provider.

(3) Any person who obstructs the lawful exercise of the powers under
sub-sections (1) or (2) shall be liable to punishment with imprisonment of either
description for a term which may extend to one year, or with fine not exceeding one
hundred thousand rupees, or With both.

27. 'Real-time collection of traffic data.— ( 1) The Federal Government
may require a licensed service provider, within its existing or required technical
capability, to collect or record through the application of technical means or to co- .
operate and assist any law enforcement or intelligence agency in the collection or
recording of traffic data or data, in real-time, associated with specified communications
transmitted by means of an electronic system.




-

or interception of data.
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(2) The Federal Government may also require the service provider to .
keep confidential the fact of the execution of any power provided for in this section
and any information relating to it.

28. Retention of traffic data.—(1) A service provider shall, within its
existing or required technical capability, retain its traffic data minimum for a period
of ninety days and provide that data to the investigating agency or the investigating
officer when required. The Federal Government may extend the period to retain-
such date as and when deems appropriate;

(2) The service providers shall retain the traffic data under sub-section
(1) by fulfilling all the requirements of data retention and its originality as provided
under sections 5 and 6 of the Electronic Transaction Ordinance 2002 ( LI of 2002).

(3) - Any person who contravenes the provisions'of this section shall be
punished with imprisonment for a term of six months or with fine or with both.

29. Trans-border access.—For the purpose of investigation the Federal
Government or the investigation agency may, without the permission of any foreign
Government or international agency access publicly available electronic system or
data notwithstanding the geographically location of such electronic system or data,
or access or receive, through an electronic system, data located in foreign country
or territory, if it obtains the lawful and voluntary consent of the person who has the
lawful authority to disclose it:

Provided that such access is not prohibited under the law of the foreign
Government or the international agency:

Provided further that the investigating agency shall inform in writing to the
Ministry of Foreign Affairs of Government of Pakistan and other relevant agencies
as the case may be about the investigation conducted under this section.

S~ CHAPTER—V
INTERNATIONAL COOPERATION
30. International co-operation.—(1) The Federal Government may
cooperate with any foreign Government,. Interpol or any other international agency

with whom it has or-establishes reciprocal arrangements for the purposes of
investigations or proceedings concerning offences related to electronic system and

“data, or for the collection of evidence in electronic form of an offence or obtaining

expeditious preservation and disclosure of traffic data or data by means of a electronic
system or real-time collection of traffic data associated with specified communications
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. (2) The Federal Government may, without prior request, forward to such
foreign Government, Interpol or other international agency, any information obtained
from its own investigations if it considers that the disclosure of such information
might assist the other Government or agency in initiating or carrying out investigations
or proceedings concerning any offence.

(3) The Federal Government may require the foreign Government, Interpol
or other international agency to keep the information provided confidential or use it
subject to some conditions. :

(4) The investigating agency shall, subject to approval of the Federal
Government, be responsible for sending and answering requests for mutual assistance,
the execution of such requests or their transmission to the authorities competent for
their execution. :

(5) The Federal Government may refuse to accede to any request made
by such foreign Government, Interpol or international agency if the request concerns
an offence which is likely to prejudlce its sovereignty, security, public order or other
essential interests.

(6) The Federal Government may postpone action on a request if such
action would prejudice investigations or proceedings conducted by its investigation
agency. :

CHAPTER—V1

INFORMATION AND COMMUNICATION TECHNOLOGIES
TRIBUNAL

31. Information and Communication Technologies Tribunal.—(1)-
As soon as possible after-the commencement of this Ordinance, the Federal
Governmént shall, by notification in the official Gazette, constitute the Information
and Communication Technologies Tribunal whose principal seat shall be at Islamabad.

(2) The Tribunal may hold its s1ttmgs at such place or places as the Federal
Government may decide.

(3) The Tribunal shall consist of a chairman and as many members as the
Federal Government may determine but not more than seven members.

(4) The Chairman may constitute Benches of the Tribunal and unless
otherwise directed by him a Bench shall consist of not less than two members. A -
Bench shall exercise Such powers and discharge such functions as may be prescribed.

There shall be established at least one Bench in each province.
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(3) The Federal Government shall appoint the Chairman and members of
the Tribunal. -

32.  Qualifications for appointment.—(1) A person shall not be qualified
* for appointment as .Chairman unless he is, or has been, or is qualified for appointment
as a judge of the High Court.

(2) A person shall not be qualified for appointment as a Member
unless he—

/
(a) - has for two years served ag a District and Sessions Judge;

(b) has for a period of not less than ten years been an advocate of a High
Court; or

(c) has special knowledge of legislation and professional experience of
not less than ten years in the ﬁeld of telecommunication and information
technologies.

33. Salary and allowances, and other terms and conditions of
services.— The salary, allowances, privileges, and the other terms and conditions
of service of the Chairman and member of the Tribunal shall be such as the Federal
Government may, by notification in official Gazette, determine.

34. Resignation and removal.— (1) The Chairman or a member of the
.Tribunal may, by writing under his hand addressed to the Federal Government, resign
his office: A

Provided that the Chairman or a member shall, unless he is permitted by the
Federal Government to relinquish his office sooner, continue to hold office until the
expxry of three months from the date of receipt of such resignation or until a person
duly appointed as h1s successor enters upon his office whichever i is earlier.

(2) The Chairman or a member of the Tribunal shall not be removed from
his office before the expiry of term specified in section 33, by the Federal Government
except as S may be prescribed.

(3) The Federal Government may, by rules, regulate the procedure for the
investigation of misconduct or physical or mental incapacity of the Chairman and a
member of the Tribunal.

35. Saving Tribunal’s proceedings.—No act or proceedings of the
Tribunal shall be called in question in any manner on the ground merely of any
defect in the constitution of the Tribunal. :
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36. Employees of the Tribunal.—(1) The Federal Government shall
provide the Tribunal with such employees as the Government may deem appropnate
in consultation with the Chairman of the Tribunal.

(2) The employees of the Tribunal shall perform their duties under general
superintendence of the Chairman of the Tribunal.

(3) The salaries, allowances and other conditions of service of the employees
of the ICT Tribunal shall be such as may be prescribed by the Federal Government.

37. Right to legal represen{ation.—The parties in aﬁpeal may either
appear in person or authorize one or more legal practitioners, and in case of a
corporate body any of its officers, to present the case before the Tribunal.

38. Amicus curiae.—(1) The Tribunal may, if it so requires, be assisted
in technical aspects in any case by an amicus curiae having knowledge and
experience in information communication technologies, finance and £conomics.

(2) The Federal Government shall maintain a list of amicus curiae having
relevant qualifications and experience.

(3) The Tribunal in consultation with the Federal Government shall

determine the remuneration of the amicus curiae and the Tribunal may decide the

_party or parties to pay such remunezation, keeping in view the circumstances of
each case. ' T

39. Procedure and powers of Tribunal.—(1) Subject to the provision
of this Ordinance and the rules made thereunder, the Triburial,—

(i) may, where it deems necessary, apply the procedures as provided in-
the Code or; as the case may be, in the Code of Civil Procedure, 1908
(Act V of 1908);

@) inthe exercise of its civil jurisdiction, shall have powers vested in the
civil court under the Code of Civil Procedure, 1908; and

(iii) in the exercise of its criminal jurisdiction, shall have the same powers
as are vested in the Court of Session under the Code.

: 40. Appeal to Tribunals ——(1) Any person aggrieved by any of the
followmg orders may, within ﬁfteen days ‘from the date of such order, prefer an

appeal to the Tribunal, namely 1~

@ - any decision of the Authority; or
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(b) any decision of the Electronic Certification Accreditation Council:

Provided that no appeal shall lie to the 1CT Tribunal from an order passed
by the Authority or the Electronic Certification Accreditation Council with the consent
of the parties.

(2) Any appeal against a decision of the Authority shall be accompanied
by a court fee,— :

(a) ten thousand rupees where the valuation of the subject matter in issue
is not more than ﬁve million rupees;

< (b) fifty thousand rupees where the valuation of the subject matter in
issue is more than five million rupees but not more than then million
rupees and

(¢) onehundred thousand rupees where the valuation of the subject matter
in is more than ten million rupees.

(3) The appeal filed before the Tribunal under sub-section (1) shall be
dealt with by it as expeditiously as possible and the Tribunal shall dispose of the
appeal finally within ninety.days from the date of receipt of the appeal. )

41. Powers of Tribunal.—The Tribunal while hearing an appeal under
section 40 shall have all the powers as are vested in the court of first appeal under
the Code in exercise of its civil jurisdiction in respect of appeal against any decision
or order of the Authority or the Electronic Certification Accreditation Council.

42. Limitation.—The provisions of the Limitation Act, 1908 (IX of 1908),
shall mutatis mutandis, apply to the proceedmgs of ICT Tribunal.

43, Appeal to High Court.—(1) Any person aggrieved by—

@) any decision or order of the Tribunal made under section 40 may prefer
~ second appeal to the respective High Court within thirty days from the-
- date of the decision or order of the Tribunal:

Provided that appeal under this clause shall lie only if the High
Court grants leave to appeal L ;

(ii) anorder of conviction passed by the Tnbunal in respect of any offence
under this Ordinance may prefer an appeal to the respective High
Court within thirty days of the decision or order of the Tribunal.
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(2) An appeal against an order of the Tribunal under section 40 or an
order of sentence exceeding ten years shall be heard by the Division Bench of the
High Court. :

44.  Civil court not te have jurisdiction.—No court shall have jurisdiction
to entertain any suit or proceeding in respect of any matter which the Tribunal
constituted under this Ordinance is empowered. by or under this Ordinance to
determine and no injunction shall be granted by any court or other authority in respect
of any action taken or to be taken in pursuance of any power conferred by or under
this Ordinance. »

45. Transitory proceedings.<—(1) Until the establishment of the Tribunal

all cases, proceedings and appeals, subject matter of which is within the jurisdiction

_of Tribunal , shall continue to be heard and decided by the competent forum existing
under any law for the time being in force.

(2)  On the constitution of the Tribunal all cases, proceedings and appeals
shall stand transferred to and heard and disposed of by the Tribunal.

(3)  On transfer of cases, proceedings and appeals under sub-section (2),
the Tribunal shall proceed from the stage the proceedings had reached immediately
. prior to the transfer and shall not be bound to recall any witness or again record any
evidence that may have been recalled.:

CHAPTER—VII
MISCELLANEOUS

46. Ordinance to override other laws.—The provisions of this
Ordinance shall have effect notwithstanding anything to the contrary contained in
any other law for the time being in force.

47. Power to amend Schedule. —The Federal Government many, by
notification in the official Gazette, amend the Schedule so as add any entry-thereto
or modify or omit any entry therein.

48. Powers to make rules.—(1) The Federal Government may , by
notification in the official Gazette, make rules for carrying out purposes of the Tribunal.

49. Removal of difficulties.—If any difficulty arises in giving effect to
the provisions of this Ordinance, the Federal Government may, by order published in
the official Gazette, make such provisions not inconsistent with the provisions of this
Ordinance as may- appear to be necessary for removing the difficuity. ‘
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THE FIRST SCHEDULE
[See section 3(s)]
1. The Electronic Transactions Ordinance, 2002 ( LI of 2002).

2. The Paklstan Telecommunication (Re -organization) Act, 1996 ( XVIL
of 1996).

3. The Telegraph Act, 1885 ( XIII of 1885).

-4. The Wireless Telegraphy Act, 1933 (XVI1 of 1933). . . .
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